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LƴǘǊƻŘǳŎǘƛƻƴ 
Lƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘΣ L ǿƛƭƭ ǿŀƭƪ ȅƻǳ ǘƘǊƻǳƎƘ ǘƘŜ ƴŜŎŜǎǎŀǊȅ ǎǘŜǇǎ ǘƻ ǇŜǊŦƻǊƳ ŀ ƎǊƻǳƴŘπǳǇ ƛƴǎǘŀƭƭŀǘƛƻƴ ƻŦ 
спπōƛǘ /Ŝƴǘh{Σ ƳƛƴƛƳŀƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ǘƘŜ hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳΣ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǎǇŜŎƛŦƛŎ ŦƻǊ L.a 5ƻƳƛƴƻ 
ƛƴǎǘŀƭƭŀǘƛƻƴΣ ŀƴŘ Ŧƛƴŀƭƭȅ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ƻŦ сп ōƛǘ L.a 5ƻƳƛƴƻ ф {ƻŎƛŀƭ 9ŘƛǘƛƻƴΦ ¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŀƴŘ ŀƴȅ 
ŀŎŎƻƳǇŀƴȅƛƴƎ ǾƛŘŜƻǎ ŀǊŜ ŀƛƳŜŘ ŀǘ ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ ǿƘƻ ƘŀǾŜ ǎƻƳŜ ǿƻǊƪƛƴƎ ƪƴƻǿƭŜŘƎŜ κ ǳƴŘŜǊǎǘŀƴŘƛƴƎ 
ƻŦ L.a 5ƻƳƛƴƻΣ ōǳǘ ǿƘƻ Ƴŀȅ ōŜ ǳƴŦŀƳƛƭƛŀǊ ƻǊ ǳƴŎƻƳŦƻǊǘŀōƭŜ ǿƛǘƘ [ƛƴǳȄΦ ¢ƘŜ Ǝƻŀƭ ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ƛǎ 
ǘƻ ŘŜƳƻƴǎǘǊŀǘŜ ƻǳǘ ǘƘŜ ǾŜǊȅ ƳƛƴƛƳŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ 5ƻƳƛƴƻ ƻƴ [ƛƴǳȄΣ Ǉƻƛƴǘ ƻǳǘ ǎƻƳŜ ǇƻǘŜƴǘƛŀƭ 
ǇƛǘŦŀƭƭǎΣ ŀƴŘ ǳƭǘƛƳŀǘŜƭȅ ǎƘƻǿ ǘƘŀǘ ƛƴǎǘŀƭƭƛƴƎ ŀƴŘ ǊǳƴƴƛƴƎ 5ƻƳƛƴƻ ƻƴ ŀ [ƛƴǳȄ ƳŀŎƘƛƴŜ ƛǎ ƳǳŎƘ ŜŀǎƛŜǊ 
ǘƘŀƴ ȅƻǳ ǘƘƛƴƪΦ bh¢9Υ L ƘŀǾŜ ƴƻǘŜŘ онπōƛǘ ƛƴǎǘŀƭƭŀǘƛƻƴ ŘƛŦŦŜǊŜƴŎŜǎ ǿƘŜǊŜ ǘƘŜȅ ƻŎŎǳǊΦ 
 

bƻǘŜ ƻƴ Cƻƴǘǎ 
L ŘŜƭƛōŜǊŀǘŜƭȅ ǳǎŜ ƭŀǊƎŜǊ Ŧƻƴǘǎ ōŜŎŀǳǎŜ ǘƘŜȅ ŀǊŜ ŜŀǎƛŜǊ ŦƻǊ ƳŜ ǘƻ ǊŜŀŘΦ L ǊŜŀƭƛȊŜ ǘƘŜȅ Ƴŀȅ ŀǇǇŜŀǊ 
ƎƛƎŀƴǘƛŎ ƻƴ ƭƻǿŜǊ ǊŜǎƻƭǳǘƛƻƴ ŘƛǎǇƭŀȅǎΣ ŀƴŘ ŦƻǊ ǘƘŀǘ L ŀǇƻƭƻƎƛȊŜΦ 
 

¢ȅǇƻƎǊŀǇƘƛŎ /ƻƴǾŜƴǘƛƻƴǎ 
¢ƘǊƻǳƎƘƻǳǘ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ǘƘŜǊŜ ŀǊŜ ǎŜǾŜǊŀƭ ŘƛŦŦŜǊŜƴǘ άǘȅǇŜǎέ ƻŦ ǘŜȄǘΦ  ¢ƘŜǊŜ ƛǎ ŜȄǇƭŀƴŀǘƻǊȅ όƴƻǊƳŀƭύ 
ǘŜȄǘΣ ǿƘƛŎƘ ŀǇǇŜŀǊǎ ƛƴ /ŀƭƛōǊƛΦ  
 

¶ 9ȄŀƳǇƭŜ ŦƛƭŜ content or lists of information appear in Consolas .  

¶ Courier New is  used for command - line content (stuff you 

should type).  

¶ Console commands are orange bold Courier New. I use colors, italics, 
and bold fonts in various areas to help stuff stand out. You are a smart 
person; you will figure it out. 
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marks of Internation al  Business Machines, Incorporated. All other t rademarks are property 
of their respective owners. All o ther content is Copyright @ 2016  by Devin S. Olson unless 
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Apache License, Version 2.0.  

 
  



/Ŝƴǘh{ Lƴǎǘŀƭƭŀǘƛƻƴ ŀƴŘ aƛƴƛƳŀƭ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
мύ Lƴǎǘŀƭƭ сп ōƛǘ /Ŝƴǘh{ с aƛƴƛƳŀƭΦ 
[ŀǘŜǎǘ ǾŜǊǎƛƻƴǎ ŀǾŀƛƭŀōƭŜ ŀǘ ǿǿǿΦŎŜƴǘƻǎΦƻǊƎΦ CƻǊ ǘƘƛǎ ŘƻŎǳƳŜƴǘΣ ǳǎŜŘΥ 
/Ŝƴǘh{πсΦуπȄусψспπƳƛƴƛƳŀƭΦƛǎƻ 

 
нύ /ƻƴŦƛƎǳǊŜ ƴŜǘǿƻǊƪ 
ŎƘŜŎƪ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ 
># ip a  

 

{ŜƭŜŎǘ ǘƘŜ ƴƻƴπƭƻƻǇōŀŎƪ ŘŜǾƛŎŜΣ ŀƴŘ ǾŜǊƛŦȅ ŀƴ ŀǎǎƻŎƛŀǘŜŘ ŎƻƴŦƛƎ ŦƛƭŜ ŜȄƛǎǘǎΦ  /ǊŜŀǘŜ ŀ ƴŜǿ ƻƴŜ ƛŦ 
ƴŜŎŜǎǎŀǊȅΦ  
># ls /etc/sysconfig/network - scripts/ifcfg - DEVICENAME 

 
ǳǎŜ Ǿƛ ǘƻ ŜŘƛǘ ǘƘŜ ŦƛƭŜΥ 
># vi /etc/sysconfig/network - scripts/ifcfg - DEVICENAME 

 
*i <return> ǘƻ ƛƴǎŜǊǘ ǘŜȄǘ 
<esc> ǘƻ ŦƛƴƛǎƘ ƛƴǎŜǊǘƛƴƎ ǘŜȄǘ 
*:wq <return> ǘƻ ǎŀǾŜ ŀƴŘ ǉǳƛǘΦ 

 
ό5I/t 9·!at[9ύ 

DEVICE=" DEVICENAME"  
HWADDR=" MAC ADDRESS"  
NM_CONTROLLED="yes"  
ONBOOT="yes" # Interface enabled  
BOOTPROTO="dhcp" # Assigning IP from DHCP  
 
ό{¢!¢L/ 9·!at[9ύ 

DEVICE=" DEVICENAME"  
HWADDR=" MAC ADDRESS"  
NM_CONTROLLED="yes"  
ONBOOT="yes" # Interface enabled  
BOOTPROTO="static" # Assigning in static mode  
IPADDR=192.168.0.45 #IP address  
NETMASK=255.255.255.0 # Subnet Mask  
GATEWAY=192.168.0.1 # Default Gateway  
 
±ŜǊƛŦȅ ǘƘŜ ŜŘƛǘǎ ƘŀǾŜ ōŜŜƴ ǎŀǾŜŘΥ 
># cat /etc/sysconfig/network - scripts/ifcfg - DEVICENAME 

 

{ǘŀǊǘ ǘƘŜ ƴŜǘǿƻǊƪΥ 
># service network start  



 
оύ Lƴǎǘŀƭƭ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀŎƪŀƎŜǎ 

¶ bind - utils : utilities to test and query Domain Name System 
(DNS) 

¶ file : File - type determination tool  

¶ gcc: GNU Compiler Collection front - ends for C, C++. Objec-
tive - C,  

¶ Fortran, Java, Ada, and Go.  

¶ lsof : Lists open files  
¶ ntp : Network Time Protocol daemon  

¶ patch :  File - patching tool (applies differences to a file)  
¶ perl :  Perl programming language  

¶ rsync : file - difference transfer / synchronization utility  
¶ sg3_utils : SCSI command utilities  

¶ sudo: allows for single command line as the superuser (usu-
ally  

¶ root)  

¶ traceroute :  tool for tracing network routes  
¶ wget: Non - interactive command line tool for retrieving files  

¶ using HTTP, HTTPS, and FTP.  
¶ yum- utils : a collection of tools and programs for managing 

yum 

¶ repositories  
¶ zip : compression and file - packaging utility  

¶ unzip : decompr ession and file - package processing utility  
 
># yum - y install bind - utils file gcc lsof ntp patch perl 

rsync  sg3_utils sudo tracroute wget yum - utils zip unzip  

 
  



±ŜǊƛŦȅ {ŜǊǾƛŎŜǎ ŀƴŘ {ŜŎǳǊƛǘȅ 
мύ ±ŜǊƛŦȅ ǘƘŜ ŎǊƻƴ ǎŜǊǾƛŎŜ ƛǎ ǊǳƴƴƛƴƎΣ ŎƻƴŘƛǘƛƻƴŀƭƭȅ ǎǘŀǊǘ 
># service crond status  

># service crond start  

 
нύ ¢ǳǊƴ ƻŦŦ ŀƴŘ ŘƛǎŀōƭŜ {9[ƛƴǳȄ ό5ƻƳƛƴƻ LƴŎƻƳǇŀǘƛōƭŜύ 
># cat /etc/selinux/config  

 

[ƻƻƪ ŦƻǊ ƭƛƴŜ ōŜƎƛƴƴƛƴƎ ǿƛǘƘ {9[Lb¦·Ґ 
LŦ ǘƘƛǎ ƛǎ ŀƴȅǘƘƛƴƎ ƻǘƘŜǊ ǘƘŀƴ ϦŘƛǎŀōƭŜŘϦΣ ŜŘƛǘ ǘƘŜ ŦƛƭŜ όǳǎƛƴƎ Ǿƛύ ŀƴŘ ŎƘŀƴƎŜ ƛǘ ǘƻ {9[Lb¦·ҐŘƛǎŀōƭŜŘΣ 
ǘƘŜƴ ǎŀǾŜ ǘƘŜ ŦƛƭŜΦ 
{Ŝǘ ǘƘŜ {9[ƛƴǳȄ ŜƴŦƻǊŎƛƴƎ ƳƻŘŜ ǘƻ ǇŜǊƳƛǎǎƛǾŜ όŘƛǎŀōƭŜŘύΦ 
># setenforce 0 

 
оύ 9ƴŀōƭŜ ŀƴŘ ŀŎǘƛǾŀǘŜ ǘƘŜ ǘƛƳŜ ǎŜǊǾƛŎŜ 
># ntpdate pool.ntp.org  

># chkconfig ntpd on  

># service ntpd start  

 
пύ {Ŝǘ ǳǇ ǘƘŜ wta CƻǊƎŜ wŜǇƻǎƛǘƻǊȅ 
¦ǎŜ ǘƘŜ wta ŎƻƳƳŀƴŘ 

- i = Install  
- v = verbose explanation of what is happening  
- H = display hash marks during the installation  
 

[ŀǘŜǎǘ ǊŜƭŜŀǎŜǎ ƴƻǊƳŀƭƭȅ ŀǾŀƛƭŀōƭŜ ŀǘ 

¶ http://pkgs.repoforge.org/rpmforge - release/  
 
hǘƘŜǊ ǎƛǘŜǎ ŦƻǊ ƎŜǘǘƛƴƎ ǊŜƭŜŀǎŜǎΥ 

¶ http://repoforge.org/use/  

¶ http://repository.it4i.cz/mirrors/repoforge/redhat/el6/en/x86_64/rpm-
forge/RPMS/  

 
># rpm - ivH http://pkgs.repoforge.org/rpmforge - release/rpm-

forge - release -  

0.5.3 - 1.el6.rf.x86_64.rpm  

 

bh¢9Υ LŦ ȅƻǳ ŀǊŜ ƛƴǎǘŀƭƭƛƴƎ ƻƴ ŀ онπōƛǘ ǎȅǎǘŜƳΣ ōŜ ǎǳǊŜ ǘƻ ƛƴǎǘŀƭƭ ǘƘŜ онπōƛǘ ǾŜǊǎƛƻƴ ƛƴǎǘŜŀŘΥ 
># rpm - ivH http://pkgs.repoforge.org/rpmforge - release/rpm-

forge - release -  

0.5.3 - 1.el6.rf.i686.rpm  

http://pkgs.repoforge.org/rpmforge-release/
http://repoforge.org/use/
http://repository.it4i.cz/mirrors/repoforge/redhat/el6/en/x86_64/rpmforge/RPMS/
http://repository.it4i.cz/mirrors/repoforge/redhat/el6/en/x86_64/rpmforge/RPMS/


CƛǊŜǿŀƭƭ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
bh¢9Υ ¢IL{ L{ ¢I9 aLbLa![ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ ! ŎƻƳǇƭŜǘŜ ǎŜǘ ƻŦ ŦƛǊŜǿŀƭƭ ǊǳƭŜǎ Ƴǳǎǘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛŦ 
ȅƻǳǊ ǎŜǊǾŜǊ ǿƛƭƭ ōŜ ǇǳōƭƛŎƭȅ ŀŎŎŜǎǎƛōƭŜ πŀƴŘ ƛǎ ōŜȅƻƴŘ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘΦ 5h bh¢ w9[¸ 
ǎƻƭŜƭȅ ƻƴ ǘƘƛǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ 

 
мύ ¢ŜƳǇƻǊŀǊƛƭȅ ŘƛǎŀōƭŜ ǘƘŜ ŦƛǊŜǿŀƭƭ 
># chkconfig iptables off  

># service iptables stop  

 
нύ 9ƴǎǳǊŜ ǘƘŜ ǇƻǊǘǎ ǊŜǉǳƛǊŜŘ ōȅ ǘƘŜ 5ƻƳƛƴƻ ǎŜǊǾŜǊ ŀǊŜ ƻǇŜƴ 
/ƻƳƳƻƴ tƻǊǘǎΥ 

¶ 20 FTP (File Transfer Protocol transfer)  
¶ 21 FTPC (File Transfer Protocol Command)  

¶ 22 SSH (Secure SHell)  
¶ 389 LDAP (Lightweight Directory Access Protocol)  

¶ 636 LDAPS (Lightweight Directory Access Protocol over SSL)  

¶ 1352 NRPC (IBM Notes/Domino RPC) 
¶ 80 HTTP (Hypertext Transfer Protocol)  

¶ 443 HTTPS (Hypertext Transfer Protocol over SSL)  
¶ 25 SMTP (Simple Mail Transfer Protocol  

¶ 143 IMAP (Internet Message Access Protocol) - only if you 
will have IMAP  

¶ mail clients  

¶ 220 IMAPV3 (Internet Message Access Protocol Version 3) -
only if you will  

¶ have IMAP mail clients  
¶ 993 IMAPS (Internet Message Access Protocol over SSL) - only 

if you will  

¶ have IMAP mail clients  
¶ 110 POP3 (Post Office Protocol Version 3) -  only if you will 

have POP3 
¶ mail clients  

¶ 995 POP3S (Post Office Protocol Version 3 over SSL) -  only 
if you will  

¶ have POP3 mail clients  

¶ 8585 Used by Domino Remote Server Setup  
 

¢Ƙƛǎ Ŏŀƴ ōŜ ŘƻƴŜ ŜƛǘƘŜǊ Ƴŀƴǳŀƭƭȅ όƴƻǘ ǊŜŎƻƳƳŜƴŘŜŘύΣ ƻǊ ōȅ ǳǎƛƴƎ ŀ ǳǘƛƭƛǘȅ ǘƻƻƭ ǎǳŎƘ ŀǎ ²ŜōƳƛƴΦ  
ϝǊŜŦŜǊ ǘƻ ά.ύ ώht¢Lhb![ ¦ǎŜ ²ŜōƳƛƴ ǘƻ /ƻƴŦƛƎǳǊŜ CƛǊŜǿŀƭƭ 



 

!ύ aŀƴǳŀƭ CƛǊŜǿŀƭƭ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
ϥƴƛȄ/ǊŀŦǘ Ƙŀǎ ŀ ƎǊŜŀǘ ŀǊǘƛŎƭŜ ŀōƻǳǘ ƛǇǘŀōƭŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΥ 

http://www.cyberciti.biz/tips/linux - iptables - examples.html  
 

aŀƪŜ ŀ ōŀŎƪǳǇ ŦƛǊǎǘ 
># cp /etc/sysconfig/iptables /etc/sysconfig/iptables.bak  

 

9Řƛǘ ǘƘŜ ŦƛƭŜ ǳǎƛƴƎ Ǿƛ 
># vi /etc/sysconfig/iptables  

 

CƛƴŘ ǘƘŜ ƭƛƴŜǎ 
*filter  

:INPUT ACCEPT [0:0]  

:FORWARD ACCEPT [0:0]  

:OUTPUT ACCEPT [0:0]  

 

/ƘŀƴƎŜ ŘŜŦŀǳƭǘ Lbt¦¢ κ Chw²!w5 ǇƻƭƛŎƛŜǎ ŦǊƻƳ !//9t¢ ǘƻ 5wht 
:INPUT DROP [0:0]  

:FORWARD DROP [0:0]  

 

CƛƴŘ ǘƘŜ ƭƛƴŜΥ 
- A INPUT - j REJECT -- reject - with icmp - host - prohibited  

 

  

http://www.cyberciti.biz/tips/linux-iptables-examples.html


!ŘŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ƛƳƳŜŘƛŀǘŜƭȅ ǇǊƛƻǊ ǘƻ ǘƘŜ ƭƛƴŜ ȅƻǳ Ƨǳǎǘ ŦƻǳƴŘΦ  LŦ ǘƘŀǘ ƭƛƴŜ ŘƻŜǎ ƴƻǘ ŜȄƛǎǘΣ 
ŀŘŘ ǘƘƛǎ ǇǊƛƻǊ ǘƻ ǘƘŜ /haaL¢ ƭƛƴŜΦ 
# SSH 

- A INPUT - m state -- state NEW - m tcp - p tcp -- dport 22 - j ACCEPT  

# LDAP  

- A INPUT - m state -- state NEW - m tcp - p tcp -- dport 389 - j ACCEPT  

# LDAPS 

- A INPUT - m state -- state NEW - m tcp - p tcp -- dport 636 - j ACCEPT  

# NRPC 

- A INPUT - m state -- state NEW - m tcp - p tcp -- dport 1352 - j ACCEPT  

# HTTP  

- A INPUT - m state -- state NEW - m tcp - p tcp -- dport 80 - j ACCEPT  

# HTTPS 

- A INPUT - m state -- state NEW - m tcp - p tcp -- dport 443 - j ACCEPT  

# SMTP 

- A INPUT - m state -- state NEW - m tcp - p tcp -- dport 25  - j ACCEPT  

# Domino Remote Server Setup  

- A INPUT - m state -- state NEW - m tcp - p tcp -- dport 8585 - j ACCEPT  

 

LŦ ȅƻǳ ǿŀƴǘ ǘƻ ƻƴƭȅ ŀƭƭƻǿ {{I ŦǊƻƳ ŀ ǎǇŜŎƛŦƛŎ Lt ŀŘŘǊŜǎǎΣ ŎƘŀƴƎŜ ǘƘŜ {{I ƭƛƴŜ ǘƻΥ 
- A INPUT - s your.allowed.ip.address/24 - m state -- state NEW - p tcp  

-- dport 22 - j A  

 

LŦ ȅƻǳ ǿŀƴǘ ǘƻ ŀƭƭƻǿ ǿŜōƳƛƴ ŎƭƛŜƴǘǎ ǘƻ ŀŎŎŜǎǎΣ ȅƻǳ ǿƛƭƭ ƴŜŜŘ ǘƻ ƻǇŜƴ ŀ ǇƻǊǘΥ 
# WEBMIN 

- A INPUT - m state -- state NEW - m tcp - p tcp -- dport 10000 - j ACCEPT  
 

{ŀǾŜ ŀƴŘ ŎƭƻǎŜ ǘƘŜ ŦƛƭŜΦ ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ Ŏŀǘ ŎƻƳƳŀƴŘ ǘƻ ǾŜǊƛŦȅ ȅƻǳǊ 
ŎƘŀƴƎŜǎΥ 
># cat /etc/sysconfig/iptables  

 

9ƴŀōƭŜ ŀƴŘ ǎǘŀǊǘ ǘƘŜ ŦƛǊŜǿŀƭƭ 
># chkconfig iptables on  

># service iptables start  

 
  



.ύ ώht¢Lhb![ϐ ¦ǎŜ ²ŜōƳƛƴ ǘƻ ŎƻƴŦƛƎǳǊŜ CƛǊŜǿŀƭƭ 
[ŀǘŜǎǘ ǊŜƭŜŀǎŜǎ ŀǾŀƛƭŀōƭŜ ŀǘ ƘǘǘǇΥκκǿǿǿΦǿŜōƳƛƴΦŎƻƳκŘƻǿƴƭƻŀŘΦƘǘƳƭ 
/ƻƴŦƛƎǳǊŜ ǘƻ ǳǎŜ ǘƘŜ ²ŜōƳƛƴ ¸¦a ǊŜǇƻǎƛǘƻǊȅΦ {ǘŀǊǘ ōȅ ŎǊŜŀǘƛƴƎ ŀ ǊŜǇƻǎƛǘƻǊȅ ŎƻƴŦƛƎ ŦƛƭŜ ŦƻǊ ǿŜōƳƛƴΥ 
># vi /etc/yum.repos.d/webmin.repo  

 

!ŘŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƴǘŜƴǘ ŀƴŘ ǎŀǾŜ ǘƘŜ ŦƛƭŜΥ 
[Webmin]  

name=Webmin Distribution Neutral  

#baseurl =http://download.webmin.com/download/yum  

mirrorlist =http: //download.webmin.com/download/yum/mirrorlist  

enabled =1 

 

bƻǿ ŎǊŜŀǘŜ ŀƴ ƛƴǎǘŀƭƭŀǘƛƻƴ ŘƛǊŜŎǘƻǊȅ ŦƻǊ ǘƘŜ ŘŜǾŜƭƻǇŜǊϥǎ ƪŜȅΣ ǘƘŜƴ ŘƻǿƴƭƻŀŘ ŀƴŘ ƛƴǎǘŀƭƭ ǘƘŜ ƪŜȅ 
># mkdir /install  

># mkdir /install/jcameron  

># cd /install/jcameron  

># wget - v http://www.webmin.com/jcameron - key.asc  

># rpm -- import jcameron - key.asc  

 

bƻǿ ǳǎŜ ȅǳƳ ǘƻ ƛƴǎǘŀƭƭ ǿŜōƳƛƴΥ 
># yum - y install webmin  

 

¦ǎŜ ŀ ǿŜō ōǊƻǿǎŜǊ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ²ŜōƳƛƴ /ƻƴǎƻƭŜ ŀǘ ǇƻǊǘ млллл 
URL:> your.server.ip.address:10000 

 

/ƘƻƻǎŜ bŜǘǿƻǊƪƛƴƎ Ҕ [ƛƴǳȄ CƛǊŜǿŀƭƭΣ ǘƘŜƴ ŜŘƛǘ ǘƘŜ ŦƛǊŜǿŀƭƭ ǊǳƭŜǎ ŀǎ ƴŜŜŘŜŘΦ  ²ƘŜƴ ŦƛƴƛǎƘŜŘΣ ƳŀƪŜ 
ǎǳǊŜ ǘƻ Ƙƛǘ ǘƘŜ ώ!ǇǇƭȅ /ƻƴŦƛƎǳǊŀǘƛƻƴϐ ōǳǘǘƻƴΦ 

 
  



ώht¢Lhb![ϐ 9Řƛǘ ǘƘŜ Iƻǎǘǎ ŦƛƭŜ ŀƴŘ ŀŘŘ ǘƘŜ ƘƻǎǘƴŀƳŜ 
># vi /etc/hosts  

 

!ŘŘ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŦƻǊ ȅƻǳǊ ǎŜǊǾŜǊ ǘƻ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ŦƛƭŜΦ 5ƻ ƴƻǘ ŎƘŀƴƎŜ ǘƘŜ ƭƻƻǇōŀŎƪ мнтΦлΦлΦм 
ǳƴƭŜǎǎ ȅƻǳ ǊŜŀƭƭȅ ƪƴƻǿ ǿƘŀǘ ȅƻǳ ŀǊŜ ŘƻƛƴƎ ŀƴŘ ƘŀǾŜ ŀ ǾŜǊȅ ƎƻƻŘ ǊŜŀǎƻƴ ǘƻ Řƻ ǎƻΦ /ƘŀƴƎƛƴƎ ǘƘŜ 
ƭƻƻǇōŀŎƪ Ƙƻǎǘǎ ŜƴǘǊȅ Ŏŀƴ ŎŀǳǎŜ ǾŜǊȅ ōŀŘ ǘƘƛƴƎǎ ǘƻ ƘŀǇǇŜƴ ǿƛǘƘ ȅƻǳǊ ǎŜǊǾŜǊϥǎ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘƛƻƴǎΦ 
127.0.0.1 l ocalhost localhost.localdomain localhost4  

localhost4.localdomain4  

::1 localhost localhost.localdomain localhost6 localhost6.local-

domain6  

your.server.ip.address fully.qualified.host.name short name  

 

aŀƪŜ ǎǳǊŜ ŜǾŜǊȅǘƘƛƴƎ ƛǎ ǳǇ ǘƻ ŘŀǘŜΦ 
¦ǎŜ ȅǳƳ ǘƻ ǳǇŘŀǘŜ ƛƴǎǘŀƭƭŜŘ ŎƻƴǘŜƴǘΦ 
># yum - y update  

 
  



¦ǎŜǊ !ŎŎƻǳƴǘ ϧ {{I {ŜǊǾƛŎŜ 
²ƛǘƘƻǳǘ ƎƻƛƴƎ ƛƴǘƻ ǘƻƻ ƳǳŎƘ ǳƴƴŜŎŜǎǎŀǊȅ ŘŜǘŀƛƭΣ ŀƭƭ [ƛƴǳȄ ǳǎŜǊ ŀŎŎƻǳƴǘǎ ǊŜǉǳƛǊŜ ŀ ƳƛƴƛƳǳƳ ƻŦ ǘǿƻ 
ǘƘƛƴƎǎΥ ŀ ǳǎŜǊƴŀƳŜΣ ŀƴŘ ŀ ǇǊƛƳŀǊȅ ƎǊƻǳǇ ǿƛǘƘ ǿƘƛŎƘ ǘƘŜ ǳǎŜǊ ŀŎŎƻǳƴǘ ƛǎ ŀǎǎƻŎƛŀǘŜŘΦ  ¸ƻǳǊ 5ƻƳƛƴƻ 
ǎŜǊǾŜǊ ǿƛƭƭ ƴŜŜŘ ǘƻ Ǌǳƴ ǳǎƛƴƎ ŀ [ƛƴǳȄ ŀŎŎƻǳƴǘΣ ǿƘƛŎƘ ƳŜŀƴǎ ȅƻǳ ƴŜŜŘ ǘƻ ŘŜŎƛŘŜ ǳǇƻƴ ŀ ƎǊƻǳǇ ƴŀƳŜ 
ŀƴŘ ŀ ǳǎŜǊ ƴŀƳŜ ŦƻǊ ȅƻǳǊ 5ƻƳƛƴƻ ǎŜǊǾŜǊΦ  ¢Ƙƛǎ Ŏŀƴ ōŜ ŀǎ ǎƛƳǇƭŜ ŀǎ άǎŜǊǾŜǊƎǊƻǳǇέ ŀƴŘ άǎŜǊǾŜǊέΣ ƻǊ όƛŦ 
ȅƻǳ Ŧƻƭƭƻǿ L.aΩǎ ŘƻŎǳƳŜƴǘŀǘƛƻƴύΣ άbƻǘŜǎέ ŀƴŘ άbƻǘŜǎέΦ   hƴŎŜ ȅƻǳ ƘŀǾŜ ŘŜŎƛŘŜŘ ǳǇƻƴ ǘƘŜ ƴŀƳŜ ŦƻǊ 
ȅƻǳǊ ŘƻƳƛƴƻ ǎŜǊǾŜǊ ǳǎŜǊ ŀƴŘ ƎǊƻǳǇ ŀŎŎƻǳƴǘΣ ǇǊƻŎŜŜŘ ŀǎ ŦƻƭƭƻǿǎΦ   
 

мύ /ǊŜŀǘŜ ŀ DǊƻǳǇ  
¦ǎŜ ǘƘŜ ƎǊƻǳǇŀŘŘ ŎƻƳƳŀƴŘ ǘƻ ŎǊŜŀǘŜ ȅƻǳǊ ƎǊƻǳǇΦ 
># groupadd groupname  

 

нύ !ŘŘ ǘƘŜ ǳǎŜǊ 

Use the useradd command to create your user.  This command ac-
cepts the following arguments:  
- g initial group to which the user should be added  
- s shell for the user when signing in. User scripts are here.  
- d home directory  
- m make the user  
># useradd - ggroupname - s /bin/bash - d/home/ username - m username  

 
оύ /ǊŜŀǘŜ ŀ ǇŀǎǎǿƻǊŘ ŦƻǊ ǘƘŜ ǳǎŜǊ 
># passwd username  

 
пύ {ǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ 
¦ǎŜ ŜƛǘƘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ƭƛƴŜ ƻǊ ²ŜōƳƛƴ 
># service sshd restart  

 
  



5ƻƳƛƴƻ {ǇŜŎƛŦƛŎ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
мύ [ƻƎ ƛƴ Ǿƛŀ {{I ǘƻ ǾŜǊƛŦȅ ǳǎŜǊ ŀŎŎƻǳƴǘ 
[ƻƎ ƛƴ Ǿƛŀ {{IΣ ǘƘŜƴ ŎƘŀƴƎŜ ǘƻ {ǳǇŜǊ¦ǎŜǊ όǊƻƻǘύΦ όǘƛǇΥ CƛƴŘ ǘƘŜ ǎŜǊǾŜǊϥǎ ƛǇ ŀŘŘǊŜǎǎ ǳǎƛƴƎ ǘƘŜ ƛǇ ŀ 
ŎƻƳƳŀƴŘύ 
ssh username @your.server.hostname  

 

--  OR --  

 

ssh username @your.server.ip.address  

 

>$ su  

>$ enter password for root  

 
нύ ±ŜǊƛŦȅ ƘǘǘǇŘ ǎŜǊǾƛŎŜ ƛǎ ǎǘƻǇǇŜŘ ŀƴŘ ŘƛǎŀōƭŜŘ 
¢Ƙƛǎ Ƴŀȅ ƴƻǘ ōŜ ƴŜŎŜǎǎŀǊȅ ƛŦ ƛǘ ǿŀǎƴϥǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛƴǎǘŀƭƭŜŘΦ 
># service httpd stop  

># chkconfig httpd off  

># chkconfig httpd -- del  

 
оύ ±ŜǊƛŦȅ ǎŜƴŘƳŀƛƭ ǎŜǊǾƛŎŜ ƛǎ ǎǘƻǇǇŜŘ ŀƴŘ ŘƛǎŀōƭŜŘ 
¢Ƙƛǎ Ƴŀȅ ƴƻǘ ōŜ ƴŜŎŜǎǎŀǊȅ ƛŦ ƛǘ ǿŀǎƴϥǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛƴǎǘŀƭƭŜŘΦ 
># service sendmail stop  

># chkconfig sendmail off  

># chkconfig sendmail -- del  

># yum remove sendmail  

 
пύ ±ŜǊƛŦȅ ǇƻǎǘŦƛȄ ǎŜǊǾƛŎŜ ƛǎ ǎǘƻǇǇŜŘ ŀƴŘ ŘƛǎŀōƭŜŘ 
This may not be necessary if it wasn't automatically installed. 

># service postfix stop  

># chkconfig postfix off  

># chkconfig postfix -- del  

># yum remove postfix  

 
  



bh¢9Υ .ƭƻƎ hϥaŀǘǘȅ Ƙŀǎ ŀ Ǉƻǎǘ ƻƴ ŘƛǎŀōƭƛƴƎ ǳƴƴŜŜŘŜŘ /Ŝƴǘh{ ǎŜǊǾƛŎŜǎΥ 
ƘǘǘǇΥκκǇǊŜŦŜǘŎƘΦƴŜǘκōƭƻƎκƛƴŘŜȄΦǇƘǇκнллсκмнκнтκǎŜŎǳǊƛƴƎπŎŜƴǘƻǎπƛƴǎǘŀƭƭŀǘƛƻƴǎōȅπ 
ŘƛǎŀōƭƛƴƎπǳƴƴŜŜŘŜŘπǎŜǊǾƛŎŜǎ  
 

рύ {Ŝǘ CƛƭŜ IŀƴŘƭŜǎ 
LƴŎǊŜŀǎŜ ǘƘŜ ƴǳƳōŜǊ ƻŦ ŦƛƭŜ ƘŀƴŘƭŜǎ ŀǾŀƛƭŀōƭŜ ŦƻǊ ǳǎŜΣ ŀƴŘ ƳŀƪŜ ǘƘŜƳ 
ǇŜǊƳŀƴŜƴǘ ŦƻǊ ǳǎŜǊƴŀƳŜΦ 

># ulimit - n 20000 
># vi /etc/security/limits.conf  
 

!ŘŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƭƛƴŜǎ ǘƻ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ŦƛƭŜΥ 
username soft nofile 65535  
username hard nofile 65535  
 
NOTE: If you are installing on a 32 bit system, set these values: 
username soft nofile 20000  
username hard nofile 49152  

 
сύ wŜōƻƻǘ ǘƘŜ ǎŜǊǾŜǊ 
¸ƻǳ ƴŜŜŘ ǘƻ ǊŜōƻƻǘ ǘƘŜ ǎŜǊǾŜǊ ŀǘ ǘƘƛǎ ǇƻƛƴǘΦ ¦ǎŜ ŜƛǘƘŜǊ ƻŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
ŎƻƳƳŀƴŘǎΥ 
># /sbin/ shutdown - r now  

 

--  OR --  

 

># reboot now 

 
тύ [ƻƎ ƛƴ Ǿƛŀ {{I 
After the server has rebooted, log in again via SSH and change to 
SuperUser (repeat DOMINO SPECIFIC CONFIGURATION step 1). 

 
  

http://prefetch.net/blog/index.php/2006/12/27/securing-centos-installationsby-
http://prefetch.net/blog/index.php/2006/12/27/securing-centos-installationsby-


уύ !ƭƭƻǿ 5ƻƳƛƴƻ ǘƻ ǘǳƴŜ ǘƘŜ [ƛƴǳȄ ƪŜǊƴŜƭ 
Use the export command to set operating system variable. 

># export DOMINO_LINUX_SET_PARMS=1 

 
Use either vi or the echo command to add the export command to the end of the 
/home/notes/.bashrc file: 

export DOMINO_LINUX_SET_PARMS=1 
 
># vi /home/ username /.bashrc  

ŜŘƛǘ ŀƴŘ ǎŀǾŜ ǘƘŜ ŦƛƭŜΦ 
 

--  OR --  

 

># echo - e " \ nexpo rt DOMINO_LINUX_SET_PARMS=1" >> 

/home/ username /.bashrc  

 

фύ /ǊŜŀǘŜ ǘƘŜ ŘƛǊŜŎǘƻǊȅ ŦƻǊ ȅƻǳǊ 5ƻƳƛƴƻ ǎŜǊǾŜǊ 
># mkdir /local  

># mkdir /local/ servername  

># mkdir /local/ servername /dominodata  

 
±ŜǊƛŦȅ ǘƘŜ ŘƛǊŜŎǘƻǊȅ ŜȄƛǎǘǎ ŀƴŘ ƳŀƪŜ ƴƻǘŜ ƻŦ ǘƘƛǎ ŘƛǊŜŎǘƻǊȅΣ ȅƻǳ ǿƛƭƭ ƴŜŜŘ ƛǘ ŘǳǊƛƴƎ ƛƴǎǘŀƭƭŀǘƛƻƴΦ 

># cd / directory path you just created  

 
млύ /ǊŜŀǘŜ Lƴǎǘŀƭƭŀǘƛƻƴ 5ƛǊŜŎǘƻǊȅ 
/ǊŜŀǘŜ ǘƘŜ ŘƛǊŜŎǘƻǊȅ ŦǊƻƳ ǿƘƛŎƘ ǘƻ ƛƴǎǘŀƭƭ ŘƻƳƛƴƻΣ ŀƴŘ ŎƘŀƴƎŜ ǘƻ ǘƘŀǘ 
ŘƛǊŜŎǘƻǊȅΦ 

># mkdir /install/domino9 
># cd /install/domino9 

 
  



ммύ DŜǘ Lƴǎǘŀƭƭ CƛƭŜ 
5ƻǿƴƭƻŀŘ ǘƘŜ 5ƻƳƛƴƻ Lƴǎǘŀƭƭŀǘƛƻƴ ŦƛƭŜ ŦǊƻƳ ǿƘŜǊŜǾŜǊ ȅƻǳ ƘŀǾŜ ǇƭŀŎŜŘ ƛǘΦ  ¸ƻǳ Ƴǳǎǘ ƘŀǾŜ ǇǊŜǾƛƻǳǎƭȅ 
ǊŜǘǊƛŜǾŜŘ ǘƘŜ ŦƛƭŜ ŦǊƻƳ L.aΣ ōŜŎŀǳǎŜ ǘƘŜ L.a 5ƻǿƴƭƻŀŘ ǎƛǘŜ ŘƻŜǎƴϥǘ Ǉƭŀȅ ǿŜƭƭ ǿƛǘƘ ǿƎŜǘΦ LŦ ȅƻǳ ƘŀǾŜ ƛǘ 
ƻƴ ŀ 5±5Σ ƭƻŀŘ ǘƘŜ 5±5 ƛƴǘƻ ǘƘŜ ŘǊƛǾŜΦ 
># wget - v URL for Domino_Installation_file.  
 

--  OR --  

 

># cp / DVD MOUNT FOLDER/Domino_Installation_file  

/install/domino9/ Domino_Installation_file  

 

мнύ ±ŜǊƛŦȅ CƛƭŜ ŀƴŘ ¦ƴǇŀŎƪ 

¦ǎŜ ǘƘŜ ǘŀǊ ŎƻƳƳŀƴŘ ǘƻ ŎƘŜŎƪ ǘƘŜ ŦƛƭŜΦ  ¢ŀǊ ŀǊƎǳƳŜƴǘǎΥ  
- t Table of contents. List all the files contained in the tar file.  
- v Verbose output.  
- f Use the filename from the argument parameters.  
- x Extract or restore the file(s)  
># tar - tvf Domino_Installation_file  

 

LŦ ǘƘŜǊŜ ŀǊŜ ǇǊƻōƭŜƳǎ ǿƛǘƘ ǘƘŜ ŦƛƭŜΣ ȅƻǳ ǿƛƭƭ ƴŜŜŘ ǘƻ ŘŜƭŜǘŜ ƛǘ ŀƴŘ ŘƻǿƴƭƻŀŘ ŀ ŎƭŜŀƴ ƻƴŜΦ LŦ ǘƘŜǊŜ ŀǊŜ ƴƻ 
ǇǊƻōƭŜƳǎΣ ǘƘŜƴ Ǝƻ ŀƘŜŀŘ ŀƴŘ ŜȄǘǊŀŎǘ ǘƘŜ ŦƛƭŜ ŎƻƴǘŜƴǘǎΦ 
># tar - xvf Domino_Installation_file  

 
  



5ƻƳƛƴƻ Lƴǎǘŀƭƭŀǘƛƻƴ ϧ {ŜǘǳǇ 
мύ CƛƴŘ ŀƴŘ Ǌǳƴ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ 
¦ǎŜ ǘƘŜ ƭǎ ŎƻƳƳŀƴŘ όǿƛǘƘƻǳǘ ǘƘŜ πƭ ŀǊƎǳƳŜƴǘύ ǘƻ ƭƛǎǘ ǘƘŜ ŘƛǊŜŎǘƻǊȅ ŎƻƴǘŜƴǘǎΣ ǘƘŜƴ ƴŀǾƛƎŀǘŜ Řƻǿƴ 
ǘƘǊƻǳƎƘ ǘƘŜ ŦƻƭŘŜǊǎ ǳǎƛƴƎ ǘƘŜ ƭǎ ŀƴŘ ŎŘ ŎƻƳƳŀƴŘ ŀǎ ƴŜŜŘŜŘ ǳƴǘƛƭ ȅƻǳ ǎŜŜ ǘƘŜ ƛƴǎǘŀƭƭ ŦƛƭŜ ŘƛǎǇƭŀȅŜŘΣ 
ǘƘŜƴ Ǌǳƴ ǘƘŜ ŦƛƭŜΥ 
># ./install  

 
нύ Cƻƭƭƻǿ tǊƻƳǇǘǎ 
¶ Do you want to continue installation in console mode? [Yes]  

¶ Welcome to the InstallShield Wizard. [1]  
¶ Read and agree to the license agreement. [1]  

¶ Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]  

¶ Install Data Directories Only ( out of scope for t his document ): [0]  
¶ Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]  

¶ Program Files Directory Name [/opt/ibm/domino]  

¶ Partitioned Server ( out of scope for this document ): [No]  
¶ Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]  

¶ Data Files Directory Name [/local/notesdata] ENTER THE DIRECTORY PATH 
YOU CREATED IN DOMINO SPECIFIC CONFIGURATION STEP 9 

¶ Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]  
¶ User Name [root] ENTER THE USER NAME YOU CREATED IN USER ACCOUNT & SSH 

¶ SERVICE STEP 2 

¶ Group Name [root] ENTER THE GROUP NAME YOU CREATED IN USER ACCOUNT & 
SSH SERVICE STEP 1 

¶ Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]  

¶ Select Server Setup (Manual) [3]  

¶ Press 1 for Next, 2 for Previous, 3 to Canc el or 4 to Redisplay [1]  
¶ Choose the setup type: Domino Utility Server, Domino Messaging Server,  

Domino Enterprise Server, Customize D omino Server ( Customize is out of 
scope for this document )  

¶ Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]  

¶ Installation Summary: Press ENTER to read the text [Type q to quit]  
¶ Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]  

 

¢ƘŜ ǎŜǊǾŜǊ ƛƴǎǘŀƭƭŀǘƛƻƴ ǿƛƭƭ ƴƻǿ ōŜƎƛƴΦ hƴŎŜ ŦƛƴƛǎƘŜŘΣ ȅƻǳ ǿƛƭƭ ōŜ ǇǊŜǎŜƴǘŜŘ ǿƛǘƘ ŀ Ǉƻǎǘπƛƴǎǘŀƭƭŀǘƛƻƴ 
ƛƴǎǘǊǳŎǘƛƻƴǎ ǇŀƎŜΦ 

¶ Press 3 to Finish or 4 to Redisplay [3]  
 

  



оύ {ǿƛǘŎƘ ǳǎŜǊ ŀƴŘ ƭŀǳƴŎƘ ǎŜǊǾŜǊ ƭƛǎǘŜƴ 
/ƘŀƴƎŜ ōŀŎƪ ǘƻ ǘƘŜ ǳǎŜǊƛŘ ȅƻǳ ǳǎŜŘ ǘƻ ƭƻƎ ƛƴǘƻ ǘƘŜ {{I ǎŜǎǎƛƻƴΥ 
># exit  

 
¢ƘŜƴ ŎƘŀƴƎŜ ǘƻ ǘƘŜ κƭƻŎŀƭκǎŜǊǾŜǊƴŀƳŜκŘƻƳƛƴƻŘŀǘŀ ŦƻƭŘŜǊΥ 
>$ cd /local/ servername /dominodata  

 
[ŀǳƴŎƘ ǘƘŜ ǎŜǊǾŜǊ ŀƴŘ Ǉǳǘ ƛǘ ƛƴǘƻ ƭƛǎǘŜƴ ƳƻŘŜ ŦƻǊ ǊŜƳƻǘŜ ǎŜǊǾŜǊ ǎŜǘǳǇ 
ŀŎŎŜǎǎΥ 
ҔϷ κƻǇǘκƛōƳκŘƻƳƛƴƻκōƛƴκǎŜǊǾŜǊ πƭƛǎǘŜƴ 
 

пύ 5ƻƳƛƴƻ wŜƳƻǘŜ {ŜǊǾŜǊ {ŜǘǳǇ ¦ǘƛƭƛǘȅ 
hƴ ŀƴƻǘƘŜǊ aŀŎƘƛƴŜΣ ǎǘŀǊǘ ǘƘŜ 5ƻƳƛƴƻ wŜƳƻǘŜ {ŜǊǾŜǊ {ŜǘǳǇ ¦ǘƛƭƛǘȅ /ƭƛŜƴǘΦ 9ƴǘŜǊ ǘƘŜ ƛǇ ŀŘŘǊŜǎǎ ƻŦ ȅƻǳǊ 
ǎŜǊǾŜǊ ƛƴ ǘƘŜ ŘƛŀƭƻƎ ōƻȄΣ ŀƴŘ Ŧƻƭƭƻǿ ǘƘŜ ǇǊƻƳǇǘǎ ǘƻ ŎƻƴŦƛƎǳǊŜ ȅƻǳǊ ǎŜǊǾŜǊΦ ²ƘŜƴ ȅƻǳ ŦƛƴƛǎƘ ǘƘŜ 
ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ŀ ŘƛŀƭƻƎ ǿƛƭƭ ŀǎƪ ȅƻǳ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ǎƘǳǘ Řƻǿƴ ǘƘŜ ƭƛǎǘŜƴƛƴƎ ǎŜǊǾŜǊΦ 5ƻ ǎƻΣ ǘƘŜƴ Ǝƻ ōŀŎƪ 
ǘƻ ǘƘŜ {{I ŎƻƴǎƻƭŜ ŦǊƻƳ ǿƘƛŎƘ ȅƻǳ ƭŀǳƴŎƘŜŘ ǘƘŜ ǎŜǊǾŜǊΦ Lǘ ǎƘƻǳƭŘ ōŜ ōŀŎƪ ǘƻ ŀ ŎƻƳƳŀƴŘ ǇǊƻƳǇǘΦ 
 
 

  



{¢L/Y¸ .L¢{ π Lathw¢!b¢Η 
{Ŝǘ {ǘƛŎƪȅπōƛǘ ƻƴ .ƛƴŘǎƻŎƪ 
²ƘŜƴ ȅƻǳǊ 5ƻƳƛƴƻ {ŜǊǾŜǊ ŀǘǘŜƳǇǘǎ ǘƻ ǎǘŀǊǘ ŀƴȅ ǎŜǊǾƛŎŜ ǘƘŀǘ ƴŜŜŘǎ ǘƻ ōƛƴŘ ǘƻ ŀ ǎƻŎƪŜǘ όǇƻǊǘύΤ ƛǘ ŘƻŜǎ 
ǎƻ ōȅ ƛƴǾƻƪƛƴƎ ǘƘŜ ōƛƴŘǎƻŎƪ ǇǊƻƎǊŀƳΦ ¢ƘŜǊŜ ƛǎ ŀ ǇǊƻōƭŜƳ ǿƛǘƘ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ κ ǎŜǘǳǇ ƻŦ L.a 5ƻƳƛƴƻ ф 
{ŜǊǾŜǊΣ ƛƴ ǘƘŀǘ ƛǘ ŘƻŜǎ ƴƻǘ ǎŜǘ ǘƘŜ ǎǘƛŎƪȅπōƛǘ ƻƴ ǘƘŜ ōƛƴŘǎƻŎƪ ǇǊƻƎǊŀƳ ŦƛƭŜΦ Lƴ ŀ [ƛƴǳȄ ŜƴǾƛǊƻƴƳŜƴǘΣ ŀ 
ǎǘƛŎƪȅπōƛǘ ŎŀǳǎŜǎ ŀƴ ŜȄŜŎǳǘŀōƭŜ ŦƛƭŜ ǘƻ ōŜ Ǌǳƴ ǳǎƛƴƎ ǘƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ƻŦ ǘƘŜ ŦƛƭŜ ƻǿƴŜǊ ƛƴǎǘŜŀŘ ƻŦ ǘƘŜ 
ƛƴǾƻƪƛƴƎ ǳǎŜǊΦ ¢ƘŜ ǇǊƻǇŜǊ ǘŜǊƳ ŦƻǊ ǘƘƛǎ ƛǎ {Ŝǘ ¦ǎŜǊ LŘŜƴǘƛŦƛŎŀǘƛƻƴ !ǘǘǊƛōǳǘŜΣ ōǳǘ ŜǾŜǊȅōƻŘȅ Ƨǳǎǘ Ŏŀƭƭǎ ƛǘ 
ǎǘƛŎƪȅπōƛǘΦ ¢ƘŜ ōƛƴŘǎƻŎƪ ǇǊƻƎǊŀƳ Ƴǳǎǘ ōŜ Ǌǳƴ ǳǎƛƴƎ ǘƘŜ Ǌƻƻǘ ǳǎŜǊϥǎ ŎǊŜŘŜƴǘƛŀƭǎΣ ŀƴŘ ǘƘŜǊŜŦƻǊŜ Ƴǳǎǘ 
ƘŀǾŜ ǘƘƛǎ ǎǘƛŎƪȅπōƛǘ ǎŜǘΦ 
 
LŦ ȅƻǳ ŀǘǘŜƳǇǘ ǘƻ ǎǘŀǊǘ ȅƻǳǊ 5ƻƳƛƴƻ ǎŜǊǾŜǊ ƛƳƳŜŘƛŀǘŜƭȅ ŀŦǘŜǊ ȅƻǳ ŦƛƴƛǎƘ 
ŎƻƴŦƛƎǳǊƛƴƎ ƛǘ ǳǎƛƴƎ ǘƘŜ ǊŜƳƻǘŜ ǎŜǊǾŜǊ ǎŜǘǳǇ ȅƻǳ ǿƛƭƭ ŘƛǎŎƻǾŜǊ ǘƘŀǘ ȅƻǳǊ 
I¢¢t ǎŜǊǾŜǊ Ŏŀƴƴƻǘ ǎǘŀǊǘΣ ōŜŎŀǳǎŜ ƛǘ Ŏŀƴƴƻǘ ōƛƴŘ ǘƻ ǇƻǊǘ улΦ CƻǊǘǳƴŀǘŜƭȅΣ ǘƘŜ ǎƻƭǳǘƛƻƴ ǘƻ ǘƘƛǎ ƛǎ ǾŜǊȅ 
ǎƛƳǇƭŜΦ CǊƻƳ ǘƘŜ ŎƻƴǎƻƭŜΣ ŎƘŀƴƎŜ ǘƻ ǘƘŜ {ǳǇŜǊ ¦ǎŜǊ ŀƴŘ ŜƴǘŜǊ ǘƘŜ ǇŀǎǎǿƻǊŘΥ 
>$ su  

>$ enter password for root  

 

/ƘŀƴƎŜ ǘƻ ǘƘŜ ŘƻƳƛƴƻ ǎŜǊǾŜǊ ǇǊƻƎǊŀƳ άǊƻƻǘέ ŘƛǊŜŎǘƻǊȅΥ 
># cd /opt/ibm/domino  

 

¦ǎŜ ǘƘŜ ŦƛƴŘ ŎƻƳƳŀƴŘ ǘƻ ǎŜŀǊŎƘ ŦƻǊ ǘƘŜ ōƛƴŘǎƻŎƪ ǇǊƻƎǊŀƳ ŦƛƭŜΦ 
># find - name 'bindsock'  

./notes/90000/linux/bindsock  

 

/ƘŀƴƎŜ ǘƻ ǘƘŜ ŎƻƴǘŀƛƴƛƴƎ ǘƘŜ ŦƛƭŜΥ 
># cd notes/90000/linux  

 

bƻǿ ǳǎŜ ǘƘŜ ƭǎ πƭ ŎƻƳƳŀƴŘ ǘƻ ŘƛǎǇƭŀȅ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ōƛƴŘǎƻŎƪΥ 
># ls - l bindsock  

- r - sr - xr - x 1 root bin 9880 Mar 9 02:41 bindsock  

  



¢Ƙƛǎ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘƛǎ ōƛƴŘǎƻŎƪ ŦƛƭŜ ƛǎ ƻǿƴŜŘ ōȅ ǘƘŜ Ǌƻƻǘ ǳǎŜǊΣ ŀƴŘ ǘƘŜ ōƛƴ 

ƎǊƻǳǇΦ ¢ƘŜ ōƭƻŎƪ ƻŦ ǘŜȄǘ ŀǘ ǘƘŜ ōŜƎƛƴƴƛƴƎ ό-r-sr-xr-xύ ƛƴŘƛŎŀǘŜǎ ǘƘŜ ǘȅǇŜ 
ŀƴŘ ǇŜǊƳƛǎǎƛƻƴǎ ŦƻǊ ǘƘŜ ŜƴǘǊȅΦ ¢ƘŜ ǾŜǊȅ ŦƛǊǎǘ ŎƘŀǊŀŎǘŜǊ άπέ ƛƴŘƛŎŀǘŜǎ ǘƘŜ ǘȅǇŜ 
ƻŦ ŜƴǘǊȅΣ ƛƴ ǘƘƛǎ ŎŀǎŜ ŀ ƴƻǊƳŀƭ ŦƛƭŜΦ ¢ƘŜǊŜ ŀǊŜ ǎŜǾŜǊŀƭ ƻǘƘŜǊ ǇƻǎǎƛōƭŜ 
ŎƘŀǊŀŎǘŜǊǎ ǿƛǘƘ ŘƛŦŦŜǊŜƴǘ ƳŜŀƴƛƴƎǎΣ ǎǳŎƘ ŀǎ άŘέ ŦƻǊ ŘƛǊŜŎǘƻǊȅΣ ƻǊ άōέ ŦƻǊ ōƭƻŎƪ 
ŘŜǾƛŎŜΣ ōǳǘ ŦƻǊ ƴƻǿ ŀƭƭ ǿŜ ŎŀǊŜ ŀōƻǳǘ ƛǎ ǘƘŜ άπέΦ 
 
²Ƙŀǘ Ŧƻƭƭƻǿǎ ŀŦǘŜǊ ǘƘƛǎ ŦƛǊǎǘ ŎƘŀǊŀŎǘŜǊ ŀǊŜ ǘƘǊŜŜ ǎǳōπōƭƻŎƪǎ ƻŦ ǘƘǊŜŜ 
ŎƘŀǊŀŎǘŜǊǎ ŜŀŎƘΦ 9ŀŎƘ ǎǳōπōƭƻŎƪ ŘŜŦƛƴŜǎ ǿƘƛŎƘ ǎǇŜŎƛŦƛŎ ǇŜǊƳƛǎǎƛƻƴǎ ŀǊŜ 
ŜƴŀōƭŜŘ ŦƻǊ ǘƘŜ ŜƴǘǊȅΣ ŀƴŘ ǘƘŜ Ǉƻǎƛǘƛƻƴ ƻŦ ǘƘŜ ǎǳōπōƭƻŎƪ ŘŜŦƛƴŜǎ ŦƻǊ ǿƘƻƳ ǘƘŜ ǇŜǊƳƛǎǎƛƻƴǎ ŀǊŜ ǘƻ ōŜ 
ŀǇǇƭƛŜŘΦ ¢ƘŜ ŦƛǊǎǘ ǎǳōπōƭƻŎƪ ƛǎ ŦƻǊ ǘƘŜ ƻǿƴŜǊ ƻŦ ǘƘŜ 
ŜƴǘǊȅΣ ǘƘŜ ǎŜŎƻƴŘ ŦƻǊ ǘƘŜ ƎǊƻǳǇΣ ŀƴŘ ǘƘŜ ǘƘƛǊŘ ŦƻǊ ŜǾŜǊȅōƻŘȅ ŜƭǎŜΦ ¢ƘŜǊŜ ŀǊŜ 
ǘƘǊŜŜ ǎǘŀƴŘŀǊŘ ǇŜǊƳƛǎǎƛƻƴǎΥ ǊŜŀŘΣ ǿǊƛǘŜΣ ŀƴŘ ŜȄŜŎǳǘŜΦ ²Ŝ Ŏŀƴ ƛƴǘŜǊǇǊŜǘ ǘƘŜ 
ǊŜǎǳƭǘ ƻŦ ǘƘŜ ƭǎπƭ ŎƻƳƳŀƴŘ ŀǎ ŦƻƭƭƻǿǎΥ 
- r - sr - xr - x 1 root bin 9880 Mar 9 02:41 bindsock  

 

¢ƘŜ ŦƛǊǎǘ ōƭƻŎƪ άǊπǎέ ǘŜƭƭǎ ǳǎ ǘƘŀǘ ǘƘŜ ƻǿƴŜǊ ƻŦ ǘƘŜ ŜƴǘǊȅ όƛƴ ǘƘƛǎ ŎŀǎŜ Ǌƻƻǘύ ƛǎ 
ŀƭƭƻǿŜŘ ǘƻ ǊŜŀŘ ǘƘŜ ŜƴǘǊȅΣ ƛǎ ƴƻǘ ŀƭƭƻǿŜŘ ǘƻ ǿǊƛǘŜ ǘƻ ǘƘŜ ŜƴǘǊȅ όƴƻ άǿέύΣ ŀƴŘ 
Ŏŀƴ ŜȄŜŎǳǘŜ ǘƘŜ ŜƴǘǊȅ ǳǎƛƴƎ ǘƘŜ ƻǿƴŜǊϥǎ ƛŘ όǘƘŜ άǎέ ŘŜƴƻǘŜǎ ǘƘŀǘ {Ŝǘ ¦ǎŜǊ 
LŘŜƴǘƛŦƛŎŀǘƛƻƴ !ǘǘǊƛōǳǘŜ ƛǎ ƛƴ ŦƻǊŎŜύΦ bƻǊƳŀƭ ŜȄŜŎǳǘŀōƭŜ ŦƛƭŜǎ Ƨǳǎǘ ƘŀǾŜ ǘƘƛǎ ǎŜǘ 
ŀǎ άȄέΦ 
 
¢ƘŜ ǎŜŎƻƴŘ ōƭƻŎƪ άǊπȄέ ǘŜƭƭǎ ǳǎ ǘƘŀǘ ǘƘŜ ƎǊƻǳǇ ŦƻǊ ǘƘŜ ŜƴǘǊȅ όƛƴ ǘƘƛǎ ŎŀǎŜ ōƛƴύ 
Ŏŀƴ ǊŜŀŘ ǘƘŜ ŜƴǘǊȅΣ ƛǎ ƴƻǘ ŀƭƭƻǿŜŘ ǘƻ ǿǊƛǘŜ ǘƻ ǘƘŜ ŜƴǘǊȅ όƴƻ άǿέύΣ ŀƴŘ Ƴŀȅ 
ŜȄŜŎǳǘŜ ǘƘŜ ŜƴǘǊȅΦ 
 
¢ƘŜ ǘƘƛǊŘ ōƭƻŎƪ άǊπȄέ ǘŜƭƭǎ ǳǎ ǘƘŀǘ ŜǾŜǊȅōƻŘȅ ŜƭǎŜ όǳǎŜǊǎ ǿƘƻ ŀǊŜ ƴŜƛǘƘŜǊ ǘƘŜ 
ƻǿƴŜǊ ƻŦ ǘƘŜ ŦƛƭŜ ƴƻǊ ŀ ƳŜƳōŜǊ ƻŦ ǘƘŜ ƎǊƻǳǇύ Ŏŀƴ ǊŜŀŘ ǘƘŜ ŜƴǘǊȅΣ Ŏŀƴƴƻǘ 
ǿǊƛǘŜ ǘƻ ǘƘŜ ŜƴǘǊȅ όŀƎŀƛƴΣ ƴƻ άǿέύΣ ŀƴŘ Ƴŀȅ ŜȄŜŎǳǘŜ ǘƘŜ ŜƴǘǊȅΦ 
¢ƘŜǎŜ ǎŜǘǘƛƴƎǎ ŀǊŜ ŜƴǘƛǊŜƭȅ ŀǇǇǊƻǇǊƛŀǘŜ ŦƻǊ Ƴƻǎǘ ŜȄŜŎǳǘŀōƭŜ ŦƛƭŜǎΦ Lƴ ǘƘƛǎ 
ŎŀǎŜ ƘƻǿŜǾŜǊ ǘƘŜȅ ŀǊŜ ƴƻǘ ŎƻǊǊŜŎǘΣ ōŜŎŀǳǎŜ ǘƘŜ ōƛƴŘǎƻŎƪ ǇǊƻƎǊŀƳ ƳŀƪŜǎ 
ŎƘŀƴƎŜǎ ǘƻ ǎȅǎǘŜƳ ǊŜǎƻǳǊŎŜǎ όǇƻǊǘǎύ ǘƘŀǘ ŦƻǊ ǎŜŎǳǊƛǘȅ ǊŜŀǎƻƴǎ ŀǊŜ ƻƴƭȅ 
ŀƭƭƻǿŜŘ ǘƻ ōŜ ƳŀŘŜ ōȅ ǘƘŜ Ǌƻƻǘ ǳǎŜǊΦ ¢Ƙƛǎ ƛǎ ǿƘȅ ǘƘŜ I¢¢t όŀƴŘ Ǉƻǎǎƛōƭȅ 
[5!tΣ La!tΣ {a¢tΣ ŜǘŎΦύ ǎŜǊǾƛŎŜ ƛǎ ŦŀƛƭƛƴƎ ǘƻ ǎǘŀǊǘΦ ¢ƻ ŎƻǊǊŜŎǘ ǘƘŜ ǇǊƻōƭŜƳΣ 
ǿŜ ƴŜŜŘ ǘƻ ŀŘŘ ǘƘŜ ǎǘƛŎƪπōƛǘ ǘƻ ōƛƴŘǎƻŎƪΦ ¢Ƙƛǎ ƛǎ ŀŎŎƻƳǇƭƛǎƘŜŘ ǳǎƛƴƎ ǘƘŜ 
ŎƘƳƻŘ ǳǘƛƭƛǘȅΣ ŦƻƭƭƻǿŜŘ ōȅ ŀƴ ƭǎπƭ ǘƻ ǾŜǊƛŦȅ ƻǳǊ ŎƘŀƴƎŜǎΥ 
># chmod +s bindsock  

># ls - l bindsock  

- r - sr - sr - x 1 root bin 9880 Mar 9 02:41 bindsock  

 

¢Ƙƛǎ ŎƘŀƴƎŜ ǿƛƭƭ ƴƻǿ ŎŀǳǎŜ ŀƭƭ ǳǎŜǊǎ ǿƘƻ ŀǊŜ ƴŜƛǘƘŜǊ ǘƘŜ Ǌƻƻǘ ǳǎŜǊΣ ƴƻǊ 
ƳŜƳōŜǊǎ ƻŦ ǘƘŜ ōƛƴ ƎǊƻǳǇΣ ǘƻ ŜȄŜŎǳǘŜ ǘƘŜ ōƛƴŘǎƻŎƪ ǳǎƛƴƎ ǘƘŜ Ǌƻƻǘ ǳǎŜǊϥǎ 
ŎǊŜŘŜƴǘƛŀƭǎΦ ²ƘƛŎƘ ƳŜŀƴǎ ƻǳǊ 5ƻƳƛƴƻ ǎŜǊǾƛŎŜǎ Ŏŀƴ ƴƻǿ ōŜ ǇǊƻǇŜǊƭȅ ōƻǳƴŘ 
ǘƻ ŀ ǎƻŎƪŜǘ ǿƘŜƴ ǎǘŀǊǘƛƴƎ ǳǇΦ 

 



 
[ŀǳƴŎƘ 5ƻƳƛƴƻ 
мύ wŜǎǘŀǊǘ ǘƘŜ {ŜǊǾŜǊ 
Change back to the userid you used to log into the SSH session, then 
change to the /local/servername/dominodata folder: 

># exit 
>$ cd /local/servername/dominodata 
Launch the server, only this time do not add any parameters. 

>$ /opt/ibm/domino/bin/server 
 

нύ /ŜƭŜōǊŀǘŜ 
/ƻƴƎǊŀǘǳƭŀǘƛƻƴǎΦ ¸ƻǳǊ ǎŜǊǾŜǊ ƛǎ ƴƻǿ ƻǇŜǊŀǘƛƻƴŀƭΦ ! ǉǳƛŎƪ ŀƴŘ ǎƛƳǇƭŜ ǘŜǎǘ ǘƻ ǾŜǊƛŦȅ ƛǎ ǘƻ ǘȅǇŜ ƛƴ ǘƘŜ 
ǎŜǊǾŜǊϥǎ ƛǇ ŀŘŘǊŜǎǎ ƛƴ ǎ ōǊƻǿǎŜǊ ¦w[ ǿƛƴŘƻǿΦ ¸ƻǳ ǎƘƻǳƭŘ ǎŜŜ ǘƘŜ ƴŜǿ L.a 5ƻƳƛƴƻ {ǘŀǊǘ tŀƎŜΦ ¢ƘǊƻǿ 
ȅƻǳǊ ŦŜŜǘ ǳǇ ƻƴ ǘƘŜ ŘŜǎƪΣ ǇƻǇ ƻǇŜƴ ŀ ōƻǘǘƭŜ ƻŦ ȅƻǳǊ ŦŀǾƻǊƛǘŜ ōŜǾŜǊŀƎŜ όL ǎǳƎƎŜǎǘ ŀƴȅǘƘƛƴƎ ŦǊƻƳ 
{Ǉŀƴƪȅϥǎ .ǊŜǿŜǊȅύΣ ŀƴŘ Ŏŀƭƭ ƛǘ ŀ ŘŀȅΦ   

 

 
 
¸ƻǳ ƘŀǾŜ ŘƻƴŜ ǿŜƭƭ ǇŀŘŀǿŀƴΦ 
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